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Our previous document described the NAT behavior discovery algorithms defined in RFC 3489. This

document will explain what algorithms for discovering NAT behaviors are defined in RFC 5780.
Again, to fully understand what's discussed below, we recommend you read the following posts first:

1. NAT Behavioral Requirements, as Defined by the IETF (RFC 4787) - Part 1. Mapping Behavior
2. NAT Behavioral Requirements, as Defined by the IETF (RFC 4787) - Part 2. Filtering Behavior
3. STUN (RFC 3489) Vs. STUN (RFC 5389/5780)

STUN Protocol

STUN is a simple protocol that allows a client (a STUN client) to send a server (a STUN server) a Binding
Request message, and the server to send a Binding Response back to the client. And that's it!

In order for a server to discover NAT types (Mapping & Filtering Behavior), the server must have two
public IP addresses and two source ports (usually 3478 and 3479). One set of the information is called
Primary IP/Port (e.g. 1.1.1.1:3478), and the other is called Alternate IP/Port (e.g. 2.2.2.2:3479).

The two messages between the client and server include the following attributes:

[Client to Server] Binding Request message's Attribute
CHANGE-REQUEST: It is used to discover filtering behaviors of a NAT, and consists of "Change IP"
and "Change Port" flags. If a client sends a server a Binding Request message with these flags set as 0,
the server uses the Destination IP/Port of the message as the Source IP/Port (e.g. 1.1.1.1:3478) of
the Binding Response it sends. However, if these flags are set as 1, the server responds by using its
alternate IP/Port (e.g. 2.2.2.2:3479).

[Server to Client] Binding Response message's Attribute
MAPPED-ADDRESS: The Source IP/Port values of the Binding Request message that a server received
are used in this attribute field. If there is no NAT, this field will have the same values as the Source
IP/Port of the client. But, if there is a NAT, this field will have other values mapped by the NAT.
RESPONSE-ORIGIN: The Source IP/Port values of the Binding Response message that the server
sends are used in this attribute field.
OTHER-ADDRESS: As mentioned above, a server has two sets of IP/Port values. The other alternate
IP/Port that the server has, not the Destination IP/Port of the Binding Request message (i.e. the

server's IP/Port), is used in this attribute field.
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XOR-MAPPED-ADDRESS: The same values used in MAPPED-ADDRESS field are encoded by XOR
operation, and then used in this field. The client that receives this also performs XOR operation to
find out the MAPPED-ADDRESS value. Some NATs modify this value if there happens to be an IP
address in a payload (in the MAPPED-ADDRESS attributes field of Binding Request/Response
messages) that is same as the one in the IP header, as a result of faulty ALG implementation. Such
modification may result in wrong MAPPED-ADDRESS values. In order to prevent erroneous detection
of NAT types resulting from such faulty ALG implementation, XOR-MAPPED-ADDRESS is defined.
Thus, although MAPPED-ADDRESS values are not actually used in RFC 5780, they are included
anyway for the purpose of maintaining backward compatibility with RFC 3489.

NAT Mapping Behavior

The algorithms for discovering a NAT's mapping behavior are defined in RFC 5780 as follows. Based on

the followings, we will describe how we test mapping behaviors of different NATSs.

4.3 Determining NAT Mapping Behavior

This will require at most three tests. In test |, the client performs the UDP connectivity test. The server
will return its alternate address and port in OTHER-ADDRESS in the binding response. If OTHER-
ADDRESS is not returned, the server does not support this usage and this test cannot be run. The
client examines the XOR-MAPPED-ADDRESS attribute. If this address and port are the same as the
local IP address and port of the socket used to send the request, the client knows that it is not NATed
and the effective mapping will be Endpoint-Independent.

In test Il, the client sends a Binding Request to the alternate address, but primary port. If the XOR-
MAPPED-ADDRESS in the Binding Response is the same as test | the NAT currently has Endpoint-
Independent Mapping. If not, test Ill is performed: the client sends a Binding Request to the alternate
address and port. If the XOR-MAPPED-ADDRESS matches test Il, the NAT currently has Address-
Dependent Mapping; if it doesn't match it currently has Address and Port-Dependent Mapping.
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1. Test (Discovery) Procedure

Test Start
Test | No NAT ——  Test End

=154 | el Endpoint-Independent Mapping NAT

—— TestEnd
Test Il Address-Dependent Mapping NAT —— TestEnd
Address and Port-Dependent Mapping NAT —» Test End

e Test | checks the presence of a NAT.
* Test Il discovers an Endpoint-Independent Mapping NAT.
¢ Test Il detects an Address-Dependent Mapping NAT or Address and Port-Dependent Mapping

NAT.
2. No NAT
Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479
10.1.1.1
IE' @ Internet IE'
Client Router Server
No NAT
: a SP SIP DP DIP SP SIP DP DIP
wv [ _—
8 1 40000 | 10.1.1.1 [ 3478 | 1111 > 40000 | 10.1.1.1 | 3478 m 2
(o, 72\ [c] 2 3{F0 V] 2) BN Change IP=0'|"Change Port =0 (o T\ [c1:2:{= 0 [V/ 2y iR Change IP =0 | 'Change Port = 0
DIP DP SIp sp DIP DP sIP sp
4 ¢————— 40000 | 1.1.1.1 | 3478 e B R 10.1.1.1 | 40000 | 1.1.1.1 | 3478 B ¥
MAPPED-ADDRESS m MAPPED-ADDRESS [IEL FE %1
RESPONSE-ORIGIN IR R RESPONSE-ORIGIN [EE
OTHER-ADDRESS | 2717170 [EIE OTHER-ADDRESS m
XOR-MAPPED-ADDRESS | [ [ ] XOR-MAPPED-ADDRESS m
0
@ /7 (B ==0) then there's no NAT, Test finished
Test |

* The client sends a Binding Request message to the server (at Primary IP:Primary Port
(1.1.1.1:3478)), and receives a Binding Response message back from the server.
* The client then compares the following two fields. If they match, the client knows that there is

no NAT between the Internet and itself.
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o [a] Binding Request message: IP header source information = 10.1.1.1.:40000
o [b] Binding Response message: XOR-MAPPED-ADDRESS attribute = 10.1.1.1:40000

* A server includes the source information of a Binding Request message ([a]) in XOR-MAPPED-
ADDRESS ([b]) of a Binding Response message to send back to the client. Therefore, if the two

values match, that indicates there is no NAT, and thus no IP address/port has been translated.

3. Endpoint-Independent Mapping NAT (EIM-NAT)

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479

10.1.1.1 5.5.5.1
I!l ” Internet IE'
Client NAT Server
EIM-NAT
E a SP SIP DP DIP SP SIP DP DIP
8 1 40000 | 10.1.1.1 [ 3478 | 1111 > 40000 m 3478 m— 2
(o, 72\ [c1 4 3{=0 1V 2) BRChange IP =0 |"Change Port =0 CHANGE-REQUEST | (& :F[j=(=1 [0 e B e el g e
DIP DP SIP SP DIP DP SIP SP
4 ¢————— 40000 | 1.1.1.1 | 3478 o< m 40000 | 1.1.1.1 | 3473 EEEEEEEEEDY
MAPPED-ADDRESS m MAPPED-ADDRESS m
RESPONSE-ORIGIN [ 1 01 RESPONSE-ORIGIN [ 1 1]
OTHER-ADDRESS | 2717170 [EIE OTHER-ADDRESS m
XOR-MAPPED-ADDRESS| -2 1] XOR-MAPPED-ADDRESS m
® /(B '=0)) then there's NAT, Test Il performed
E DIP = Alternate IP, DP = Primary Port
(%]
Lo 40000 [ 10.1.1.1 [5478 | 2222 4oooo 3478 m 6
(a2 7:\\[c1 2 2{Ze (V] 1Y i Change IP=0 | Change Port =0 (o 7:\\\[c12 Lo [V/Zy i Change IP =0 | Change Port =0
) — a0000 | 2.2.2.2 | 3478 R SR 5.5.5.1 [ 40000 | 2.2.2.2 | 3478 B )
MAPPED-ADDRESS m MAPPED-ADDRESS m
RESPONSE-ORIGIN m RESPONSE-ORIGIN m
OTHER-ADDRESS [IE T I I BT OTHER-ADDRESS [IEE ]
XOR-MAPPED-ADDRESS| -5 ) XOR-MAPPED-ADDRESS m
(c]
® () ==0) then there's Endpoint-Independent Mapping NAT, Test finished
Test |

e The client sends a Binding Request message to the server (at Primary IP:Primary Port
(1.1.1.1:3478)), and receives a Binding Response message back from the server.

* The client then compares the following two fields. If they don't match, the client knows that
there is a NAT between the Internet and itself. So, it performs Text Il.
o [a] Binding Request message: IP header source information = 10.1.1.1:40000

o [b] Binding Response message: XOR-MAPPED-ADDRESS attribute = 5.5.5.1:40000
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Test Il

Again, the client sends a Binding Request message. This time, however, the Alternate IP is used
as the Destination IP. Thus, it sends a Binding Request message to the server (at Alternate
IP:Primary Port(2.2.2.2:3478), and receives a Binding Response message back from the server.
The client then compares the following two fields. If they match, the client knows that there is
an Endpoint-Independent Mapping NAT (EIM-NAT) between the Internet and itself.

o [b] Binding Response message: XOR-MAPPED-ADDRESS attribute = 5.5.5.1:40000

o [c] Binding Response message: XOR-MAPPED-ADDRESS attribute = 5.5.5.1:40000

As two different packets with different Destination IPs (1.1.1.1 or 2.2.2.2) are mapped to the
same External IP:Port (5.5.5.1:40000), the client knows that it's behind an EIM-NAT.
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4. Address-Dependent Mapping NAT (ADM-NAT)

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479
10.1.1.1 5.5.5.1
Client

Internet lEl
NAT

Server
ADM-NAT
: a SP SIP DP DIP SP SIP DP DIP
(7]
3 1 40000 | 10.1.1.1 | 3478 > 40000 3478 | 1.1.1.1 el
(a2 1.\\[c1:2 2{Xe (V] 1Y @ Change IP =0 | Change Port =0 (o 7:\\[c1 {0 [V/Zy i Change IP =0 | Change Port =0
DIP DP SIP SP DIP DP SIP SP
4 ——————— ao000 | 1.1.1.1 | 3478 e R 5.5.5.1 | 40000 | 1.1.1.1 | 3478 S !
MAPPED-ADDRESS m MAPPED-ADDRESS !
RESPONSE-ORIGIN m RESPONSE-ORIGIN [IEE ]
OTHER-ADDRESS [P P BT OTHER-ADDRESS m
XOR-MAPPED-ADDRESS| 3= /) XOR-MAPPED-ADDRESS [ 10!
® (B =) then there's NAT, Test Il performed
= DIP = Alternate IP, DP = Primary Port
b
=

T 1000010111 3478 | 2222 MERRIEI o000 5551 | 3178 | 2222 RERRRNSE

(a27:\\\[c] 2 2{Je (V] 1Y B Change IP=0 | Change Port =0 (a;7:\\\[c/2 Lo [V /3y i Change IP =0 | Change Port =0

MAPPED-ADDRESS mm
RESPONSE-ORIGIN m

OTHER-ADDRESS |« Fi ki ey )
XOR-MAPPED-ADDRESS| =777 |50000

MAPPED-ADDRESS | 7701

50000
RESPONSE-ORIGIN m
o Aooess

XOR-MAPPED-ADDRESS | -7-vovl

® (D '=0@) then there's No Endpoint-Independent Mapping NAT, Test lll performed

DIP = Alternate IP, DP = Alternate Port

E e 10000 [10.1.1.1 3479 | 2.2.2.2 50000 | 5.5.5.1 | 3479 | 2.2.2.2 e 2R
(a2 \[c1 2 2{He (V] 1Y @ Change IP=0 | Change Port =0 (e 7:\\\[c12 Lo [V/Zy i Change IP =0 | Change Port =0
12 ¢—————— a0000 | 2.2.2.2 | 3470 e SR 5.5.5.1 [ 50000 | 2.2.2.2 | 3479 L n BRI
MAPPED-ADDRESS mm MAPPED-ADDRESS
RESPONSE-ORIGIN m RESPONSE-ORIGIN m
OTHER-ADDRESS | <l babal 1 [ET OTHER-ADDRESS
XOR-MAPPED-ADDRESS| i ) XOR-MAPPED-ADDRESS [ 1!
(d)
® /7 (@ == B)) then there's Address-Dependent Mapping NAT, Test finished
Test |

Same as in the test for an EIM-NAT
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Test Il

Test Il

The client sends the same Binding Request message as in the test for an EIM-NAT, and a Binding
Response message is received.

The client then compares the following two fields. If they don't match, the client knows it's not
an EIM-NAT. So, It performs Test IIl.

o [b] Binding Response message: XOR-MAPPED-ADDRESS attribute = 5.5.5.1:40000

o [c] Binding Response message: XOR-MAPPED-ADDRESS attribute = 5.5.5.1:50000

The client sends a Binding Request message to the server (at Alternate IP:Alternate Port
(2.2.2.2:3479), and receives a Binding Response message back from the server.

The client then compares the following two fields. If they match, the client knows that there is
an Address-Dependent Mapping NAT (ADM-NAT) between the Internet and itself.

o [c] Binding Response message: XOR-MAPPED-ADDRESS attribute = 5.5.5.1:50000

o [d] Binding Response message: XOR-MAPPED-ADDRESS attribute = 5.5.5.1:50000

As two different packets with the same Destination IP (2.2.2.2), but different Destination Ports
(3478 or 3479) are mapped to the same External IP:Port (5.5.5.1:50000), the client knows that
it's behind an ADM-NAT.
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5. Address and Port-Dependent Mapping NAT (APDM-NAT)

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479
10.1.1.1 5.5.5.1

i o

Internet lEl
NAT

Server
APDM-NAT
: a SP SIP DP DIP SP SIP DP DIP
(7]
8 1 40000 | 10.1.1.1 | 3478 > 40000 3478 | 1.1.1.1 el
(a2 1.\ [c1:2 2{e (V] 1Y @ Change IP= 0 | Change Port =0 (o 7:\\\[c12 {0 [V/Zy i Change IP =0 | Change Port =0
DIP DP SIP SP DIP DP SIP SP
4 ——————— ao000 | 1.1.1.1 | 3478 e R 5.5.5.1 | 40000 | 1.1.1.1 | 3478 S !
MAPPED-ADDRESS m MAPPED-ADDRESS !
RESPONSE-ORIGIN m RESPONSE-ORIGIN [IEE ]
OTHER-ADDRESS [P PP BT OTHER-ADDRESS m
XOR-MAPPED-ADDRESS| x0T XOR-MAPPED-ADDRESS m
® (B =) then there's NAT, Test Il performed
= DIP = Alternate IP, DP = Primary Port
b
=

e 40000 [ 10.1.1.1 3478 | 2.2.2.2 50000 3478 | 2.2.2.2 el
(a27:\\\[c] = 2{Ze (V] 1Y @ Change IP=0 | Change Port =0 (e 7:\\\[c]2 Lo [V/Zy i Change IP =0 | Change Port =0

MAPPED-ADDRESS mm MAPPED-ADDRESS
RESPONSE-ORIGIN m RESPONSE-ORIGIN m

OTHER-ADDRESS [IEEE RN BV OTHER-ADDRESS [IEE L F ]
XOR-MAPPED-ADDRESS| = F ] XOR-MAPPED-ADDRESS |11

® (D '=0@) then there's No Endpoint-Independent Mapping NAT, Test lll performed

DIP = Alternate IP, DP = Alternate Port

g ] 10000 [ 10.1.1.1 3479 | 2.2.2.2 60000 IX¥Y— » 10
(a2 \[c1 2 2{Xe (V] 1Y @ Change IP=0 | Change Port =0 (e 7:\\\[c12 Lo [V /2y 4 Change IP =0 | Change Port =0
12 ¢—————— a0000 | 2.2.2.2 | 3470 e SR 5.5.5.1 | 60000 | 2.2.2.2 | 3479 L p BRI
MAPPED-ADDRESS m MAPPED-ADDRESS [N
RESPONSE-ORIGIN m RESPONSE-ORIGIN m
OTHER-ADDRESS | <l babal [ET S OTHER-ADDRESS
XOR-MAPPED-ADDRESS| - i ) XOR-MAPPED-ADDRESS [ 1!
® 7 (@ =€) then there's Address and Port-Dependent Mapping NAT, Test finished
Test |

Same as in the test for an ADM-NAT
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Test Il

Test Il

Same as in the test for an ADM-NAT

The client sends the same Binding Request message as in the test for an ADM-NAT, and receives
a Binding Response back from the server.

The client then compares the following two fields. If they don't match, the client knows that
there is an Address and Port-Dependent Mapping NAT (APDM-NAT) between the Internet and
itself.

o [c] Binding Response message: XOR-MAPPED-ADDRESS attribute = 5.5.5.1:50000

o [d] Binding Response message: XOR-MAPPED-ADDRESS attribute = 5.5.5.1:60000

As two different packets with the same Destination IP (2.2.2.2), but different Destination Ports
(3478 or 3479) are mapped to two different External IPs:Ports (5.5.5.1:50000 and 5.5.5.1:60000),

the client knows that it's behind an APDM-NAT.

NAT Filtering Behavior
The algorithms for discovering a NAT's filtering behavior are defined in RFC 5780 as follows:

4.4 Determining NAT Filtering Behavior

In test |, the client performs the UDP connectivity test. The server will return its alternate address and
port in OTHER-ADDRESS in the binding response. If OTHER-ADDRESS is not returned, the server does
not support this usage and this test cannot be run.

In test Il, the client sends a binding request to the primary address of the server with the CHANGE-
REQUEST attribute set to change-port and change-IP. This will cause the server to send its response
from its alternate IP address and alternate port. If the client receives a response, the current behavior
of the NAT is Endpoint-Independent Filtering.

If no response is received, test Il must be performed to distinguish between Address-Dependent
Filtering and Address and Port-Dependent Filtering. In test Ill, the client sends a binding request to the
original server address with CHANGE-REQUEST set to change-port. If the client receives a response,
the current behavior is Address-Dependent Filtering; if no response is received, the current behavior

is Address and Port-Dependent Filtering.
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1. Test (Discovery) Procedure

Test Start

!

Test |

Test Il —— RACTCHNANTE N E A4 Y —— Test End

LA el Address-Dependent Filtering NAT —— TestEnd
Address and Port-Dependent Filtering NAT —» Test End

* Test Il discovers an Endpoint-Independent Filtering NAT.

e Test Il detects an Address-Dependent Filtering NAT or Address and Port-Dependent Filtering

NAT.

10
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2. Endpoint-Independent Filtering NAT (EIF-NAT)

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479

10.1.1.1 5.5.5.1
IE' ” Internet lEl
Client NAT Server
EIF-NAT
= sp SIP DP DIP sp sIP DP DIP
(%]
e 40000 | 10.1.1.1 m 1.1.1.1 > 40000 m 3478 | 1.1.1.) SRR
(o2 \[c12 2{Ze (V] 1Y i Change IP= 0 | Change Port =0 (o 7:\\\[c12 {0 [V/Zy i Change IP = 0 | Change Port =0
DIP DP SIp sp DIP DP SIP sp
4 ¢—————— 40000 | 1.1.1.1 | 3479 (DS 40000 | 1.1.1.1 | 347g [EEEEEEDS
MAPPED-ADDRESS m MAPPED-ADDRESS m
RESPONSE-ORIGIN IR TR RESPONSE-ORIGIN [EE
OTHER-ADDRESS m OTHER-ADDRESS m
XOR-MAPPED-ADDRESS m XOR-MAPPED-ADDRESS m
E CHANGE-REQUEST attribute set to change-ip and change-port
(%]
CHANGE-REQUEST | &= == =] | Change Port=1 (o 1:\\\[c/ Lo [V/Zy i Change IP =1 | Change Port ='1
8 ¢—————— 40000 m 3479 > m 40000 2.2.2.2 | 3479 7
MAPPED-ADDRESS m MAPPED-ADDRESS m
RESPONSE-ORIGIN [FEXEEIN EVT7T RESPONSE-ORIGIN [SEXEEIN EVTE
XOR-MAPPED-ADDRESS [= -1 EF I [T XOR-MAPPED-ADDRESS [ CH I [T
@ /f (client receives response) then there's Endpoint-Independent Filtering NAT, Test finished
Test |
e The client sends a Binding Request message to the server (at Primary IP:Primary Port
(1.1.1.1:3478)). At this time, both Change IP and Change Port flags in the CHANGE-REQUEST
attribute field are set as 0. Of course, the client receives a Binding Response message back from
the server.
Test Il

* The client sends a Binding Request message to the server. At this time, both Change IP and
Change Port flags in the CHANGE-REQUEST attribute field are set as 1.

* When the server receives the Binding Request message, it uses the Alternate IP:Port
(2.2.2.2:3479), not the Primary IP:Primary Port (1.1.1.1:3478) of the received packet, as its
source information, and sends a Binding Response message to the client.

* If this message is received, the client knows that it's behind a Endpoint-Independent Filtering
NAT (EIF-NAT).

11
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As the inbound packet with the source information (2.2.2.2:3479), that is different from the

destination information of the outbound packet (1.1.1.1:3478), was ALLOWED, the client is
behind an EIF-NAT.

3. Address-Dependent Filtering NAT (ADF-NAT)

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479
10.1.1.1 5.5.5.1

@ ” Internet l?l

Client

NAT Server
ADF-NAT
= sp sIp DP DIP sp sip DP DIP
(%]
R 40000 10111 1.1.11 4oooo 3478 2
(o2 1a\\[c12 2{e [V 2y i Change IP= 0 | Change Port =0 (o761 {0 [V/Zy i Change IP = 0 | Change Port =0
DIP DP SIP SP DIP DP SIP SP
YR |, 1 1 ; | 40000 m 3478 —«—m 40000 | 1.1.1.1 | 3473 DY
MAPPED-ADDRESS m MAPPED-ADDRESS -
RESPONSE-ORIGIN RESPONSE-ORIGIN
XOR-MAPPED-ADDRESS [ T XOR-MAPPED-ADDRESS [ -
E CHANGE-REQUEST attribute set to change-ip and change-port
(%]
F L e 40000 | 10.1.1.1 [ 3478 [ 1110 40000 3478 m 6
CHANGE-REQUEST | &=y == =] | Change Port=1 (o7 [e12 {0 [V /3y i Change IP =1 | Change Port =1
I B 5.5.5.1 [40000 2.2.2.2 | 3479 7
MAPPED-ADDRESS [T
RESPONSE-ORIGIN [[EXEFI EVE)
i——
XOR-MAPPED-ADDRESS [ CF I [T
@ /f (no response received) then there's No Endpoint-Independent Filtering NAT, Test Ill performed
= CHANGE-REQUEST attribute set to change-port
E YO 101113478 | 1.2.1.1 pe a0000 | 5.5.5.1 | 3478 | 1.1.1.1 e 2

CHANGE-REQUEST | (¢ ;=1 == [ =0) | Change Port=1 (o el :{Je [V /Y giChange IP = 0 [ Change Port =1

MAPPED-ADDRESS [IECEE I T MAPPED-ADDRESS
RESPONSE-ORIGIN [[EEETEI EV7E) RESPONSE-ORIGIN
OTHER-ADDRESs [IEXEEIN VT OTHER-ADDRESS [IEXEEIN EVTE
XOR-MAPPED-ADDRESS [ F I XOR-MAPPED-ADDRESS [ CF I M)

@ /f (client receives response) then there's Address-Dependent Filtering NAT, Test finished

12
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Test |

Test Il

Test Il

Same as in the test for an EIF-NAT

The client sends the same Binding Request message as in the test for an EIF-NAT, but no Binding
Response message is received.
The client knows the NAT is not an EIM-NAT, and thus performs Test Il

Again, the client sends a Binding Request message to the server. At this time, only the Change
Port flag in the CHANGE-REQUEST attribute field is set as 1.

When the server receives the Binding Request message, it uses the same IP as in the received
packet, but a different port value (i.e. Primary IP:Alternate Port = 1.1.1.1:3479)), as its source
information, and sends a Binding Response message to the client.

If this message is received, the client knows that it's behind an Address-Dependent Filtering NAT
(ADF-NAT).

As the inbound packet with the same IP as in the outbound packet, but a different port (i.e.
1.1.1.1:3479) was ALLOWED, the client is behind an ADF-NAT.

13
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4. Address and Port-Dependent Filtering NAT (APDF-NAT)

Test |

Test I

Test Il

Test |

Test Il

10.1.1.1

L]

Client

SP SIP DP DIP
IR Sy 40000 | 10.1.1.1 | 3478 | 1.1.1.1
(o2 1.\ [c12 2{e [V 3y i Change IP= 0 | Change Port =0

Primary IP/Port : 1.1.1.1/3478

5.5.5.1

” Internet

NAT
APDE-NAT

Alternate IP/Port : 2.2.2.2/3479

L]

Server

SP SIP DP DIP
(o761 {0 (V3 i Change IP'= 0 | Change Port =0

DIP DP SIP SP DIP DP SIP SP

MAPPED-ADDRESS [IEEEE I T
RESPONSE-ORIGIN
OTHER-ADDRESS [IEXEF IR
XOR-MAPPED-ADDRESS [ E FTT

MAPPED-ADDRESS

40000

RESPONSE-ORIGIN
OTHER-ADDRESS m
XOR-MAPPED-ADDRESS m

CHANGE-REQUEST attribute set to change-ip and change-port

TR oo 10111 [ 57 [ 1111 MMMRINERER'. .|, [57s |11 L

CHANGE-REQUEST attribute set to change-port

e sequest

— IR

MAPPED-ADDRESS
RESPONSE-ORIGIN [IEFEFIN EVE)
OTHER-ADDRESS [IEXFEIN VT
XOR-MAPPED-ADDRESS [=- - EH I [T

@ /f (no response received) then there's No Endpoint-Independent Filtering NAT, Test Ill performed

CHANGE-REQUEST | (¢ ;= [ -1 A1) | Change Port =1

Same as in the test for an ADF-NAT

Same as in the test for an ADF-NAT

CHANGE-REQUEST e 1)

o— EEITET———

MAPPED-ADDRESS
RESPONSE-ORIGIN
OTHER-ADDRESs [IEXEEIN EVTE
XOR-MAPPED-ADDRESS [ CF I I

@ /f (no response received) then there's Address and Port-Dependent Filtering NAT, Test finished

14
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Test Il
¢ The client sends the same Binding Request message as in the test for an ADF-NAT, but no
Binding Response message is received. The client knows it's behind an APDF-NAT.
* As the following two inbound packets are DENIED, the client knows that it's behind an APDF-
NAT.
o Inbound packet with Destination IP & Port values different from those in the outbound
packet (i.e. 2.2.2.2:3479)
o Inbound packet with the same Destination IP as in the outbound packet, but a different Port
value (i.e. 2.2.2.2:3479)

Summary

The procedures for discovering mapping and filtering behaviors of a NAT can be summarized as follows:

A NAT's mapping behavior can be detected by switching the Primary IP (and Port, if needed later) value
into the Alternate IP (and Port) value in the Binding Request message.

That a client sends, and checking the XOR-MAPPED-ADDRESS value of the Binding Response message that
the client receives.

A NAT's filtering behavior can be detected by switching the values of CHANGE-REQUEST flags in the
Binding Request message that a client sends, and checking whether a response to the message is

received or not.

RFC 5780 NAT Behavior Discovery Tools Used in Our Test

O Tool Name: STUNTMAN (STUN Server & Client)

O URL: http://www.stunprotocol.org/

O Test: STUNTMAN and ipTIME N2E used in discovering NAT mapping & filtering behaviors

O Test Result: Endpoint-Independent Mapping & Address and Port-Dependent Filtering detected
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Visit http://www.netmanias.com to view and download more technical documents.
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NMC Consulting Group is an advanced and professional network consulting company, specializing in IP network areas (e.g., FTTH, Metro Ethernet and IP/MPLS), service
areas (e.g., IPTV, IMS and CDN), and wireless network areas (e.g., Mobile WiMAX, LTE and Wi-Fi) since 2002.
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