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NAT Behavior Discovery Using Classic STUN (RFC 3489)

November 04, 2013 | By Netmanias (tech@netmanias.com)

Let us introduce the NAT behavior discovery algorithms defined in RFC 3489.
To fully understand what's discussed below, we recommend you read the following posts first:

1. NAT Behavioral Requirements, as Defined by the IETF (RFC 4787) - Part 1. Mapping Behavior
2. NAT Behavioral Requirements, as Defined by the IETF (RFC 4787) - Part 2. Filtering Behavior
3. STUN (RFC 3489) vs. STUN (RFC 5389/5780)

IP Routing

The NAT behavior discovery algorithms defined in RFC 3489 are as follows:

10.1 Discovery Process

The flow makes use of three tests. In test I, the client sends a STUN Binding Request to a server, without any
flags set in the CHANGE-REQUEST attribute, and without the RESPONSE-ADDRESS attribute. This causes the
server to send the response back to the address and port that the request came from. In test Il, the client
sends a Binding Request with both the "change IP" and "change port" flags from the CHANGE-REQUEST
attribute set. In test lll, the client sends a Binding Request with only the "change port" flag set.

The client begins by initiating test I. If this test yields no response, the client knows right away that it is not
capable of UDP connectivity. If the test produces a response, the client examines the MAPPED-ADDRESS
attribute. If this address and port are the same as the local IP address and port of the socket used to send the
request, the client knows that it is not natted. It executes test Il.

If a response is received, the client knows that it has open access to the Internet (or, at least, its behind a
firewall that behaves like a full-cone NAT, but without the translation). If no response is received, the client
knows its behind a symmetric UDP firewall.

In the event that the IP address and port of the socket did not match the MAPPED-ADDRESS attribute in the
response to test I, the client knows that it is behind a NAT. It performs test Il. If a response is received, the
client knows that it is behind a full-cone NAT. If no response is received, it performs test | (test I' in this post)
again, but this time, does so to the address and port from the CHANGED-ADDRESS attribute from the
response to test I. If the IP address and port returned in the MAPPED-ADDRESS attribute are not the same as
the ones from the first test I, the client knows its behind a symmetric NAT. If the address and port are the
same, the client is either behind a restricted or port restricted NAT. To make a determination about which one
it is behind, the client initiates test Ill. If a response is received, its behind a restricted NAT, and if no response
is received, its behind a port restricted NAT.


http://www.netmanias.com/en/?m=view&id=techdocs&tag=248&no=6058
http://www.netmanias.com/en/?m=view&id=techdocs&tag=248&no=6062
http://www.netmanias.com/en/?m=view&id=techdocs&tag=248&no=6065
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Figure 2: Flow for type discovery process
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1. Test (Discovery) Procedure

Test Start

!

Test |

mmmm g NO NAT —» Test End
I3 | e NO NAT, but Symmetric UDP Firewall [ 2l RS
e Full Cone NAT ——» Test End

Test!' — RO —» TestEnd

\ 4

Test Il —RESGaA R\ — TestEnd

Port Restricted Cone NAT Test End

e Test Il checks the presence of a NAT or symmetric UDP firewall, and discovers a full cone NAT
e Test I discovers a symmetric NAT
e Test Il discovers a restricted con NAT or port restricted cone NAT
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2. No NAT/Firewall (Open Internet)

10.1.1.1

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479

Client Router Server

IE' @ Internet l!l

p (2 I SIp DP DIP sp SIP DP DIP
DIP DP SIP sp DIP DP SIp SP
MAPPED-ADDRESS | LA L ) MAPPED-ADDRESS
SOURCE-ADDRESS | it |1 O SOURCE-ADDRESS
CHANGED-ADDRESs [IEEEFIN EVT) CHANGED-ADDRESs [IEEFFIN EVTT]
® F(B) == ) then there's no NAT, Test Il performed
E CHANGE-REQUEST attribute set to change-ip and change-port
(7]
AR cooco] 0111 [ 3458 [ 1111 o000 10.1.1.1 | 3076 | 1111 SEREE
CHANGE-REQUEST CHANGE-REQUEST
IO 111 so000| 2222 3475 T 10:.1.1 40000 | 2222 | 3479 B
MAPPED-ADDRESS [IELEEEINTTTT) MAPPED-ADDRESS SRR /T
SOURCE-ADDRESS SOURCE-ADDRESS
CHANGED-ADDRESs [IEEEFIN EVTT) CHANGED-ADDRESs [IEEFFIN EVTE}
@ /f (client receives response) then Open Internet (no NAT & Firewall), Test finished
Test |
e The client sends a Binding Request message to a server (at Primary IP:Primary Port (1.1.1.1:3478)),
and receives a Binding Response message back from the server.
* The client then compares the following two fields. If they match, the client knows that there is no
NAT between the Internet and itself.
o [a] Binding Request message: IP header source information = 10.1.1.1:40000
o [b] Binding Response message: MAPPED-ADDRESS attribute = 10.1.1.1:40000
e When the server sends a Binding Response message back to the client, it includes the source
information of the Binding Request message ([a]) in the MAPPED-ADDRESS field of the Binding
Response message ([b]). So, if the two values match, that indicates there is no NAT, and thus no
address/port has been translated.
Test Il

No NAT/Firewall

Next, the client sends the server a Binding Request message with both the Change IP and Change
Port flags from the CHANGE-REQUEST attribute set as 1.

When the server receives the message, it uses a set of Alternate IP:Alternate Port (2.2.2.2:3479),
instead of the Primary IP:Primary Port (1.1.1.1:3478) of the received packet, as its source information
for a Binding Response message, then sends the message back to the client.



Netmanias Tech-Blog: NAT Behavior Discovery Using Classic STUN (RFC 3489)

If this response is received, the client knows it's not behind a UDP firewall.

That is, i) the Internal Address/Port (prior to NAT translation) and the External Address/Port (after
NAT translation) values were matched, and ii) the inbound packet with the source information
(2.2.2.2:3479), which is different from the destination information (1.1.1.1:3478) of the outbound
packet, was ALLOWED. This means there is neither NAT nor firewall.

3. Symmetric UDP Firewall

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479

10.1.1.1
I!l Internet IE'
Client FW Server

Test |

Test I

Test |

Test Il

Symmetric UDP Firewall

SP SIP DP DIP

SP SIP DP DIP
e - R T -

DIP DP SIP SP DIP DP SIP SP
s — IR -

MAPPED-ADDRESS | [ BB ST MAPPED-ADDRESS 4oooo
SOURCE-ADDRESS [ il |10 9 SOURCE-ADDRESS [REERE]

CHANGED-ADDRESS m CHANGED-ADDRESS m

® (B == 0) then there's no NAT, Test Il performed

CHANGE-REQUEST attribute set to change-ip and change-port

TR 00010111 [ s [ 1.1 MAMAMMNGRER'. ;. |57 [ 1111 SEREEESE

CHANGE-REQUEST | &1y [0 | Change Port = 1 (oL V]S 2oV Y Wi Change IP =1 Change Port =1
[ B 10.1.1.1 | 40000  2.2.2.2 | 3479 7

MAPPED-ADDRESS

SOURCE-ADDRESS m
CHANGED-ADDRESS m

@ /f (no response received) then there's Symmetric UDP Firewall, Test finished

Same as in the test for Open Internet above

The client sends the same Binding Request message as in Open Internet test, but no Binding
Response is received.

Thus, the client knows that there is a UDP symmetric firewall.
That is, i) the Internal Address/Port and the External Address/Port were matched, and ii) the inbound
packet with the source information (2.2.2.2:3479), which is different from the destination

information of the outbound packet (1.1.1.1:3478), was DROPPED. This indicates there is a firewall,
not a NAT.
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4. Full Cone NAT

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479

10.1.1.1 5.5.5.1
IE' “ Internet l!l
Client NAT Server
Full Cone NAT
= (2 N SIp DP DIP sp SIP DP DIP
(%]
DIP DP SIP sp DIP DP sIp SP
MAPPED-ADDRESS |1 i ) MAPPED-ADDRESS
SOURCE-ADDRESS | it |1 O SOURCE-ADDRESS
CHANGED-ADDRESs [IEEEFIN EVT) CHANGED-ADDRESs [IEEFFIN EVTT]
® (B '=0)) then there's NAT, Test Il performed
E CHANGE-REQUEST attribute set to change-ip and change-port
HREET S 40000 | 10.1.1.1 | 3478 | 1.1.1.1 S o e 40000 3478 | 1.1.1.1 s 2K
3 40000]10.1.1.1 | 3478 | 1.1.1.1 | 40000] 5.5.5.1 | 3478 |
CHANGE-REQUEST CHANGE-REQUEST
IO, 111 o000 | 2222 347 R 5551|0000 2222 | 3170 S
MAPPED-ADDRESS [IEEEE I T MAPPED-ADDRESS IR T
SOURCE-ADDRESs [IEREFIN EVT) SOURCE-ADDRESs [IEREFIN EVTT)
CHANGED-ADDRESs [IEEEFIN EVTT) CHANGED-ADDRESs [IEEFFIN EVTE}
@ /f (client receives response) then there's Full Cone NAT, Test finished
Test |
e The client sends a Binding Request message to a server (at Primary IP:Primary Port (1.1.1.1:3478)),
and receives a Binding Response message back from the server.
*  The client then compares the following two fields. If they don't match, the client knows that there is
a NAT.
o [a] Binding Request message: IP header source information = 10.1.1.1:40000
o [b] Binding Response message: MAPPED-ADDRESS attribute = 5.5.5.1:40000
Test Il

Next, the client sends the server a Binding Request message with both the Change IP and Change
Port flags from the CHANGE-REQUEST attribute set as 1.

When the server receives the message, it uses a set of Alternate IP:Alternate Port (2.2.2.2:3479),
instead of the Primary IP:Primary Port (1.1.1.1:3478) of the received packet, as its source information
for a Binding Response message. Next, it sends the message back to the client.

If this response is received, the client knows it's behind a full cone NAT.

That is, i) the Internal Address/Port (10.1.1.1:40000) and the External Address/Port (5.5.5.1:40000)
values were not matched, and ii) the inbound packet with the source information (2.2.2.2:3479),
which is different from the destination information of the outbound packet (1.1.1.1:3478), was

6
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ALLOWED. This means the client is behind a full cone NAT. Note that symmetric, restricted cone and
port restricted cone NATSs all DROP inbound packets if their source information (source IP (2.2.2.2) &

source Port (3479)) is different from the destination information of the outbound packet
(1.1.1.1:3478), as to be explained below.
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5. Symmetric NAT

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479
10.1.1.1 5.5.5.1

Client

Internet @
NAT Server
Symmetric NAT

SIP DP DI

0_s° P
1 40000 | 10.1.1.1 | 3478

Test |

SP SIP DP DIP
DIP DP SIP SP
+ — RN

 §

DIP DP SIP SP

MAPPED-ADDRESS |13 5 1] MAPPED-ADDRESS 4oooo
SOURCE-ADDRESS [ b el |11 3 SOURCE-ADDRESS 3478
CHANGED-ADDRESS m 3479

CHANGED-ADDRESS m 3479

® (B =) then there's NAT, Test Il performed

CHANGE-REQUEST attribute set to change-ip and change-port

Test I

CHANGE-REQUEST | &1, 10 [t | Change Port=1 (o 1 [c] BHHe[V]3Y W Change IP =1 |'Change Port ='1

o IR

MAPPED-ADDRESS 40000
SOURCE-ADDRESS m 3479
CHANGED-ADDRESS m 3479

® /f (no response received) then there's No Full Cone NAT, Test I' performed

DIP = Alternate IP, DP = Alternate Port

)01 75 | 2222 R o000 5551 | 3079 | 2222 EEEERE

MAPPED-ADDRESS | 1775 |50000 MAPPED-ADDRESS [* 3uh )
SOURCE-ADDRESS | = v/v/v /v 347

SOURCE-ADDRESS m
CHANGED-ADDRESS CHANGED-ADDRESS

Test I’

® () '=0) then there's Symmetric NAT, Test finished

Test |

Same as in the test for a full cone NAT
Test Il

e The client sends the same Binding Request message as in the full cone NAT test, but no Binding
Response is received.

Thus, the client knows that there is no full cone NAT, and thus performs Test I'.
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TestI'

The client sends a Binding Request message to a server (at Alternate IP:Alternate Port (2.2.2.2:3479)),
and receives a Binding Response message back from the server.

The client then compares the following two fields. If they don't match, the client knows that there is
a symmetric NAT.

o [b] Binding Response message: MAPPED-ADDRESS attribute = 5.5.5.1:40000

o [c] Binding Response message: MAPPED-ADDRESS attribute = 5.5.5.1:50000

Through the comparison of RFC 3489 and RFC 5780 in the last post, we found that, in terms of NAT
mapping behavior, full cone, restricted cone and port restricted cone NATs all use Endpoint-
Independent Mapping, whereas a symmetric NAT uses Address and Port-Dependent Mapping. Here
in this test, two different packets with different destination information (1.1.1.1:3478 and
2.2.2.2:3470) were mapped to two different External Ports (40000 and 50000). Therefore, the client
is behind a symmetric NAT.
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6. Restricted Cone NAT

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479
10.1.1.1 5.5.5.1
Client

Internet I;l
NAT

Server
Restricted Cone NAT

Fy_SP SIP DP DIP

SP SIP DP DIP
40000 | 10.1.1.1 | 3478 | 1.1.1.1 | e 40000 | 5.5.5.1 | 3478 | 1.1.1.1 Sl 2P

DP  DP sip sp DP  DP sip sp

v e 10.1.1.1 | 40000 | 1.1.1.1 | 3478 | > [ 5.5.5.1 [ 40000 | 1.2.1.1 | 3478 e Y
MAPPED-ADDRESS |55 1 L) MAPPED-ADDRESS [IEEEH I M)
SOURCE-ADDRESS | bbbl oo

SOURCE-ADDRESS
CHANGED-ADDRESS [IEXERIN EVIY CHANGED-ADDRESS [IEXERIN EVIT

Test |
=

® /f (B =) then there's NAT, Test Il performed

CHANGE-REQUEST attribute set to change-ip and change-port

Test Il

CHANGE-REQUEST | (¢l yr- 1= [ | Change Port=1

LI Taoo 2222 | 300 MERY
mappeD-ADDREsS [IEEEEIN T

0

SOURCE-ADDRESS [IEEFEINETTTY
CHANGED-ADDRESS [N EEIN FTT

@ /f (no response received) then there's No Full Cone NAT, Test I’ performed

DIP = Alternate IP, DP = Alternate Port
-1 S 40000 | 10.1.1.1 3479 | 2.2.2.2

Test I’

oo 5551 2979 2222 BEA
MAPPED-ADDRESS |30k 1 L) MAPPED-ADDRESS
SOURCE-ADDRESS | 2drid [0 & SOURCE-ADDRESS [IEXEEINEVTTY

CHANGED-ADDRESS CHANGED-ADDRESS

® /f () ==0) then there's No Symmetric NAT, Test Ill performed

CHANGE-REQUEST attribute set to change-port

12— [P 3478 | 1.1.1.1 S 2 40000 | 5.5.5.1 | 3478 | 1.1.1.1 S 2R
CHANGE-REQUEST | (#5110 [0 | Change Port=1 CHANGE-REQUEST | ¢l j1-1y =00 [0 8 e e e o |

TR coon | 111 | oo70 BRO ., 0000 53] 3> MRS
MAPPED-ADDRESS [IEEIHIN Y MAPPED-ADDRESS [IEEEHIN Y
SOURCE-ADDRESS SOURCE-ADDRESS

CHANGED-ADDRESS [IEXERIN EVIT CHANGED-ADDRESS [IEEERIN EVITY

@ f (client receives response) then there's Restricted Cone NAT, Test finished

Test 1l

10
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Test |

Test Il

TestI'

Test Il

Same as in the test for a symmetric NAT

Same as in the test for a symmetric NAT

The client sends the same Binding Request message as in the symmetric NAT test, and a Binding
Response is received.

The client then compares the following two fields. If they match, the client knows that there is no
symmetric NAT. So, it performs Test IIl.

o [b] Binding Response message: MAPPED-ADDRESS attribute = 5.5.5.1:40000

o [c] Binding Response message: MAPPED-ADDRESS attribute = 5.5.5.1:40000

The client sends a server (at Primary IP:Primary Port (1.1.1.1:3478)) a Binding Request message with
the Change Port flags from the CHANGE-REQUEST attribute set as 1.

Then, the server sends the client a Binding Response message after including Primary IP:Alternate
Port (1.1.1.1:3479) as its source information. If this message is received, the client knows that it's
behind a restricted cone NAT.

That is, the inbound packet with the source information (1.1.1.1:3479), which has the same
destination IP as in the outbound packet, but a different destination port, was ALLOWED. Therefore,
the client is behind a restricted cone NAT.

11
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7. Port Restricted Cone NAT

Primary IP/Port : 1.1.1.1/3478
Alternate IP/Port : 2.2.2.2/3479
10.1.1.1 5.5.5.1
Client

Internet IE'
NAT

Server
Port Restricted Cone NAT

Fy_SP SIP DP DIP

40000 | 10.1.1.1 | 3478 | 1.1.1.1 | pe

Test |
(=Y

SP SIP DP DIP
eI

DIP DP SIP SP DIP DP SIP SP
YR |, 1 1 (40000 | 2.2.1.1 | 3478 ot 5.5.5.1 | 40000 | 1.1.1.1 | 3473 DY)
MAPPED-ADDRESS [ EE 1) MAPPED-ADDRESS 4oooo
SOURCE-ADDRESS | 1111|107 & SOURCE-ADDRESS [IEET TN ETT
CHANGED-ADDRESS [N E I EVT) CHANGED-ADDRESS [ E I EVT)

® /f (B =) then there's NAT, Test Il performed

E CHANGE-REQUEST attribute set to change-ip and change-port
(7]
CHANGE-REQUEST | ¢ -1y 1:(=8 [ 2o | Change Port=1 (o, R\\Ue BN LoV B Change IP =1 Change Port =1
[ e 5.5.5.1 [ 40000 2.2.2.2 | 3479 7
MAPPED-ADDRESS | it Ehihi)
SOURCE-ADDRESS [IEEEEIN ETT
CHANGED-ADDRESS [N E I EVT)
@ /f (no response received) then there's No Full Cone NAT, Test I' performed
DIP = Alternate IP, DP = Alternate Port
11 S 40000 | 10.1.1.1 3479 | 2.2.2.2

Test I’

ooun | 5551 | 5079 | 2222 MNP
MAPPED-ADDRESS | =110t |40000

MAPPED-ADDRESS [IIEE I T
SOURCE-ADDRESS | Jrivdol |1y SOURCE-ADDRESs [IEFEFIN ETTT
CHANGED-ADDRESS CHANGED-ADDRESS

® /f () ==0) then there's No Symmetric NAT, Test Il performed

CHANGE-REQUEST attribute set to change-port

e IEEETIRE - R

(o, \\Tel B o[V i Change IP'= 0 "Change Port =1

CHANGE-REQUEST

Change IP=0 | Change Port=1

L e 5.5.5.1 | 40000 1444 | 3479 14

MAPPED-ADDRESS m
SOURCE-ADDRESS [IEEETIN EVTT)
CHANGED-ADDRESS m

@ If (no response received) then there's Port Restricted NAT, Test finished

12
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Test|

* Same asin the test for a restricted cone NAT
Test I

e Same asin the test for a restricted cone NAT
Test '

* Same asin the test for a restricted cone NAT
Test I

*  The client sends the same Binding Request message as in a restricted cone NAT test, but no Binding
Response is received. So, the client knows it's behind a port restricted cone NAT.

e That is, the inbound packet with the source information (1.1.1.1:3479), which has the same
destination IP as in the outbound packet, but a different destination Port, was DROPPED. Therefore,
the client is behind a restricted cone NAT.

RFC 3489 NAT Behavior Discovery Tools Used in Our Test

STUN Server: STUNTMAN (RFC 3489/5780 supported), http://www.stunprotocol.org/
STUN Client: JSTUN, http://jstun.javawi.de/

Test: STUNTMAN, JSTUN and ipTIME N2E used in classifying NAT types

Test Result: A port restricted cone NAT discovered

o o o o

nmc@ubuntu: ~/Desktop/JSTUN

nmc@ubuntu:~/Desktop/JSTUNS java -cp jstun.jar:slf4j-api-1.5.6.jar:slf4j-jdk14-1
.5.6.jar de.javawi.jstun.test.demo.DiscoveryTestDemo

Network interface: etho®

Local IP address: 192.168.0.3

Result: Port restricted Cone NAT handles connections..

Public IP address: 112.220.75.17

nmc@ubuntu:~/Desktop/JSTUNS
nmc@ubuntu:~/Desktop/JISTUNS
nmc@ubuntu:~/Desktop/ISTUNS DUT(NAT device): ipTIME N2E
nmc@ubuntu:~/Desktop/JSTUNS
nmc@ubuntu:~/Desktop/JSTUNS
nmc@ubuntu:~/Desktop/JISTUNS

13
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